Penn State University

Credit Card Merchants

Cardholder Information Security Review

The following form must be completed and returned by November 1st to 407 Rider Building for all current credit card merchant accounts at Penn State.  In addition, the VISA U.S.A. Cardholder Information Security Program Self-Assessment Questionnaire must be completed based on the selections made on this form.  Failure to complete the form and respond to the questionnaire could result in the rescinding of the merchant number for any units that do not respond by November 1, 2001.  

Merchant ID (MID)(s): _____________________________________________________

Department Name:  ________________________________________________________

Administrative Unit:  _______________________________________________________

How are you processing credit card payments to VISA? (Check all that apply)

(   Point-of-Sale (POS) Terminal (e.g. Trans 330 or other)



(   Software Package on PC (e.g. Telemoney, PC Transact, VISANet


· IBM-Based Register

· Other:  Describe:  _______________________________________________


( Internet – using OAS E-Commerce Server (IBM Payment Gateway)

( Front Counter

( Web Application

( Other Internet:  Describe:  _________________________________________


( Outsourced:  Name of Vendor:  _____________________________________

What Credit Cards do you accept?  (Check all that apply)


( VISA       
( MasterCard 
     ( Discover 
      ( American Express   

( Other _____________

Statistics on Usage (average per month):

    “Card Present” transactions?  

# ___________   $ ___________  ( Check here if N/A

    “Card Not Present” transactions?  
# ___________   $ ___________  ( Check here if N/A

How is Cardholder Information Stored? (Check all that apply)

· On Paper (registration forms, order forms, credit card receipts, etc.)

· Within a personal computer(s)
· On a system server(s)
· No cardholder information is retained or stored - Explain:  _____________________
____________________________________________________________________

Physical Locations (buildings/room numbers) of Credit Card Processing and Storage Devices:

    Location(s) of POS terminals:  _________________________________________________

    Location(s) of paper files: _____________________________________________________

    Location(s) of Personal Computers:  _____________________________________________    

    Location(s) of Servers:  _______________________________________________________

Contact Person

Financial – Name: _________________________________ Email: _____________________

Technical – Name: _________________________________ Email: ____________________

See Page 2 for detail on which sections of the VISA Self-Assessment Questionnaire

must be completed and returned.
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INSTRUCTIONS:  All units with a credit card merchant number must read the appropriate sections of the VISA Cardholder Information Security Program (Version 5.5) and complete the attached Visa U.S.A. Cardholder Information Security Program Self-Assessment Questionnaire, as applicable.   It is important for all Penn State credit card processors to TRUTHFULLY answer the questions to the best of your ability.  The questions asked in the self-assessment are those which VISA will use in any audit of Penn State’s credit card processing operations, and will be the basis for reviews by Internal Audit and Information Security, as well as the Financial Officers.

ALL MERCHANTS:

1. Read Pages 1-8 in the VISA Cardholder Information Security Program (Attachment B)

2. Read Pages 15-21, which covers requirements for Administrative Data Security and Physical Data Security (Attachment B)

3. Answer to the best of your ability, based on the reading of Pages 15-21, the questions for Requirements 11 and 12 on the Self-Assessment Survey (Attachment C).  

If you do not store cardholder information electronically, you do not need to complete any other sections of the questionnaire. 

If you use the OAS E-Commerce Server for processing, you do not need to complete any other sections of the questionnaire, because OAS will do the self-assessment for all users.

MERCHANTS STORING CARDHOLDER INFORMATION ELECTRONICALLY:

1. Read the entire VISA Cardholder Information Security Program (Attachment B)

2. Complete all sections of the VISA Self-Assessment Survey, except the section on Outsourcing (Attachment C)

MERCHANTS OUTSOURCING CREDIT CARD PROCESSING:

1. Read the entire VISA Cardholder Information Security Program (Attachment B)

2. Complete all sections of the VISA Self-Assessment Survey (Attachment C) INCLUDING THE SECTION ON OUTSOURCING.

Thank you for your cooperation.

Questions?

Contact your Financial Officer or Debbie Meder for questions about physical security

For questions about adequacy of technical controls, contact Tom Wolfe or Kathy Kimball

Return this completed form and the completed self-assessment survey to:

Debbie Meder, Assistant Controller

407 Rider Building

120 S. Burrowes Street

University Park, PA  16802

Be sure to list your Merchant ID and Unit Name on the VISA Self-Assessment Survey!
DUE NOVEMBER 1, 2001
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